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Metrics

Coverage

Effectiveness of detection mechanisms

Detection Latency 

Characterization of chances for error propagation

Errors sensitivity of system components 

Identification of components to focus on, for enhancing reliability

Fault propagation

Assistance in placement of error detectors

Reliability/Availability



Synthesized Hardware Level:
Simulation-based framework for gate-level fault injection
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Overall Flow of a Fault Injection Campaign

Program Language Complexity 

Parser C About 1400 code lines 

Filter Perl 900+ code lines 

Fault_collapsing Perl 150+ code lines 

Script_gen Perl 550+ code lines 

Vcd_compare Perl 400+ code lines 

 
Implementation Complexity



Case: 
Microprocessor Sensitivity to Errors 

Use fault injection at the gate-level to assess fault sensitivity of a 

microprocessor for embedded systems implemented on FPGA

Impact of soft-errors in combinational logic and in flip-flops

Estimation of fault sensitivity of speculation, control and execution 

units

Classification of the processor failure behavior in terms of application 

crash, silent data corruption, incomplete execution

Analysis of propagation paths of faults across processorôs 

components



Why Control Logic?
Complexity of performance enhancing techniques impacts processor reliability

Is speculation fault-tolerant?

Injecting a fault in forwarding control logic can freeze the processor

Not Faulty

Faulty
6  0000000c  .text 0x2000

7  00002000  Program:

8  00002000  addui r1,r0,50 ; Sort 50 numbers

9  00002004  subi r1,r1,1 ; Index 0 ... n - 1

10  00002008  sll r1,r1,1 ; Sort half - words

11  0000200c  add r2,r0,r0 ; r1: SortedFlag, list not sorted

13  00002010  RunAgain: slti r3,r1,0 ; List sorted ?



Why not RTL fault injection? (1/2)

The RTL represents the behavior of the system abstracting 

the data flow of the computation

The flip-flops are well-represented, but not the 

combinational logic

1. RTL does not model the actual implementation of the circuit 

Ą inaccuracy of the fault-injection at RTL level

2. Different implementations of the same circuits have different 

manifestation rate



Why not RTL fault injection? (2/2)

Y <= A + B

Carry-look 

ahead adder

Carry-ripple

adder

59%50000 / 7148-bit Carry-
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8-bit Carry-

look-ahead

Sensitivity to errors of a circuit 

depends on the implementation 

at the gate-level 



FPGA Fault Model
Faults in Xilinx FPGA architecture

Bit-flip faults in flip-flops 

Transient disturbances (varying duration) on input/output of LUTs / gate of glue logic

Time of fault occurrence is equi-distributed in the simulation time



Microprocessor Fault Manifestation
(DLX/ MIPS-like processor)

Fault injection at gate-level: time consuming but essential to 
assess the sensitivity of the combinational logic

Pin-level mismatch

Different workloads
Manifestation rate approximately 4%

Workload has an impact on fault latency

Application Bubble Sort Prime Number

Fault Duration 1/8 clk ¼ clk ½ clk 1 clk ½ clock 1 clk

Faults injected 8324 14808 10196 25836 12027 14816

Fault manifested 68 205 242 1135 250 554

Manifestation rate 

[%]
0.8 +/- 0.2 1.4 +/- 0.2 2.4 +/- 0.3 4.4 +/- 0.2 2.1 +/- 0.3 3.7 +/- 0.3

Average Error 

Latency [cycles]
7.6 7 7.1 8.4 16.6 16.7



Error Sensitivity: 

Combinational Logic vsFlipðFlops

Sensitivity is average percentage of faults injected resulting in errors

Sensitivity of flip-flops is higher than combinational logic

e.g., for 1 clock cycle transient: sensitivity of combinational logic is 4.2%, 10.4% for 

flip-flops



Fault Sensitivity of Processor Components

ControlandSpeculationunitsare2and5timesmoresensitivethanExecutionunit

Speculationisnotfault-tolerant

Speculationsensitivitymainlydueto BranchTargetprediction(inIF)andCommit

Unit

Weexpectthisproblembeingworseformorecomplexmicroprocessors

Functional

Units

1/8 clk ¼ clk ½ clk 1 clk

Sensitivity Sensitivity Sensitivity Sensitivity

Execution 0.5 0.6 1.3 2.4

Control 0.8 1.3 2.3 4.4

Speculation 1.0 4.0 6.5 12.8

Memory 

Interface
2.6 4.2 6.4 11.1



Impact on the Application

The processor is connected to an external memory (not injected), 

containing the process image (code and data) written / read by the 

processor

Outcome % of errors 

Crash 23% 

Fail-silent data violation 13% 

Incomplete execution 12% 

No effect 53% 

 

Outcome Definition

Crash
A memory location loaded or stored is out of the boundaries of the application

text segment or out of the boundaries of the application data segment.

Fail-silent data 

violation (SDC)
The application terminates without crashing but the result of the computation, i.e.,

the content of the memory, is incorrect as compared with the golden run.

Incomplete 

execution
The program does not complete in the expected time (normal execution time +

extra time margin).

No effect
There is a mismatch at the pin-level in the cycle-accurate behavior of the

processor, and the application program terminates correctly, i.e., the content of

the memory matches the golden run.



Classification of the Processor Failure Behavior

FaultsinExecutioncontributeto45%Crashesand40%FSDV

Control and Speculationtogethercontributeto 70% of Incomplete

Executions

E.g., stalledcommitunit,corruptedreorderbuffer

Mechanismstocontaintheseerrors

Functional Block Crash
Fail silent data

violation

Incomplete

execution

Execution 45% 40% 17%

Control 17% 24% 35%

Speculation 17% 10% 34%

Memory Interface 21% 26% 14%



15

Analysis of Propagation Paths

Complete map of 

error propagation 

paths in the target 

processor


